Lesson 3 — The Recycle Bin

INFO2 RECYCLE BIN FILE STRUCTURE EXAMPLE #2
OPERATING SYSTEM: WINDOWS XP - Build 2600.xpxp_sp2_gdr.050301-1510
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BYTE / VALUE LOCATIONS BASED ON PER RECORD BASIS

Byte 5 / Offset 4h: Variable size deleted file original location and name.
Bytes 265 — 268 / Offsets 280h — 283h: Record number.

Bytes 1 — 16 / Offsets Oh — Fh:

Desc: Recognizable File Header.
Comments: Bytes 13-14 are also the
record file size (2003h). This translates
to 800 decimal and is the size of each
INFO2 record. Remember, Little Endian
Format. 2003h = 0320h = 800d.

Bytes 17 — 816 / Offsets 10h — 32Fh:

Desc: First record.

Comments: Records start 4 Bytes to the left
of the ASCII drive, path, and file name
information.

Each record is formatted as this example,
with both ASCII and UNICODE
representations of the deleted file or folder
original location information within each
record.

Bytes 265 — 268 / Offsets 280h — 283h
Desc: Record number.

Comments: Location is calculated from
beginning of record, not beginning of
INFO2 file.

Beginning of Next Record...

Computer Forensics Core Competencies

3-12

Copyright © Steve Hailey
Licensed to CyberSecurity Institute




